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Banktech is here and its uptake will intensify, led by a 
host of factors, including regulatory change, the move 
to open banking, stronger privacy laws, and technology 
trends like cloud storage, SaaS, digital automation, 
artificial intelligence (AI) and machine learning (ML). 

This white paper explores the rise of neobanks, the 
role of mutual and community based authorised 
deposit-taking institutions (ADIs), regulation of the 
banking sector and other financial institutions, and the 
technology that is transporting financial institutions on 
a new pathway to enhance and digitalise the customer 
experience. 

Sydney-based independent management and 
technology consultancy Frazer Walker partner Ian 
Chisholm outlines what customers want and how banks 
and other financial institutions can meet their needs.

A range of changes, including ramifications from the 
financial services royal commission, have modified the 
competitive landscape in the sector.

The advent of the Consumer Data Right (CDR) will 
dramatically alter not just banking but other consumer 
services as it becomes more widely adopted.

Banks and other Australian Prudential Regulation 
Authority-regulated entities must focus more intently 
on the need to manage data risks.

The regulators are also turning their attention to climate 
change and shining a spotlight on ADIs’ environmental, 
social and governance (ESG) responsibilities, including 
climate change financial risks.

Frazer Walker assists financial institutions to manage 
the changes as they enter the new era of banking 
technology.

The consultancy has expertise across four service 
practices:
•  Technology: gaining strategic advantage through 

technology.
•  Data: implementing information and data strategy, 

governance and ethics.
•  Transformation: creating and delivering 

transformation programs and portfolios.
•  Assurance: independent program assurance and 

technology reviews.

Banks and other financial institutions that keep abreast 
of technology trends will be better able to meet their 
customers’ changing needs and survive into the future. 
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Digital disruptors
The banking sector is being challenged by a wide range of 
innovators.

The challengers include digital disruptors, known 
as neobanks, but traditional sector players are also 
embracing the challengers, with some of them owned 
by the big four – Westpac, ANZ, National Australia Bank 
(NAB) and the Commonwealth Bank.

Neobanks are digital-first, and generally digital only, 
banking platforms that offer seamless online experiences 
and low or no-fee services. They’re powered by new 
and emerging technology stacks, including executable 
programs from load libraries. Examples include Alex, 
Avenue, In1bank, Revolut and ubank.

Ubank, owned by NAB, was launched in 2008, marketing 
itself as “Australia’s first homegrown digital bank”. In 
May 2021, NAB bought another digital-only bank, 86 400, 
from payments giant Cuscal Ltd for $220 million. In May 
2022, NAB merged the two, saying its new banking app 
combined ubank’s “established customer base and name” 
with 86 400’s “visual identity, technology and innovation 
capability”.

In 2021, Teachers Mutual Bank Ltd launched Hiver, a 
digital bank initially restricted to essential workers. Chief 
Information Officer (CIO) Gerard Smith says Hiver, as 
the bank’s innovation hub, is fully online with digitised 
new memberships; transaction accounts with spending 
tracking and card management features; savings accounts 
with goal-setting capabilities; and online personal and car 
loans with answers within an hour.  

“We anticipate successful initiatives through Hiver will 
flow through to the bank’s other divisions,” Mr Smith says.

Andrew de Graaff, CEO at Orange Credit Union Ltd, based 
in the NSW central tablelands regional city of Orange, 
says it’s hard for smaller entities to remain compliant and 
compete with emerging organisations like neobanks. “We 
don’t have the large pockets of the big organisations, so 
don’t employ a CIO. We’ve identified a significant risk with 
neobanks and buy-now-pay-later providers, so we need to 
access independent advice to assist us to find new ways to 
compete effectively.” 

Neobanks are the Uber and Airbnb of the banking world. 
They have no traditional bricks-and-mortar branches 
and, unlike online banking offered by fully APRA-licensed 
banks, are not always regulated to the same degree. 
They generally offer more targeted services, rather than 
the broad gamut of offerings from the big four and other 
banks.

Regulatory control
APRA is seeking greater regulatory control over 
neobanks that become ADIs, following the 2020 
collapse of Xinja, an Australian fintech company and 
former bank.

APRA granted Xinja a full banking licence in 2019 as 
the nation’s second neobank to become an ADI. But 
Xinja relinquished its licence in late 2020 apparently 
blaming the Covid-19 pandemic, which made raising 
funds for a capital-intensive business difficult. 

The first APRA-licensed neobank was Volt Bank Ltd, 
which began returning deposits to customers on 
29 June 2022, after announcing it intended to close 
its deposit-taking business and hand back its ADI 
licence.

APRA now requires neobank ADIs to offer income-
producing products, like loans, and to have exit plans.

Neobanks, accessible via mobile apps, use modern 
digital platforms to provide their services and are 
unencumbered by legacy systems. Their tech stacks 
feature programming languages, frameworks, 
databases, front-end and back-end tools, and connect 
via application programming interfaces (APIs).

Traditional banks are developing new, innovative 
tools, for example, personal financial management 
(PFM), which are software programs that power 
a range of different personal finance and mobile 
banking tools to assist customers to better manage 
their money. PFM and other ways of staying close to 
customers, rather than being disintermediated, are 
critical to banks’ success, indeed survival, particularly 
with tech-savvy younger generations.

Mutual banks have a natural market position that is 
more resonant with millennials (born 1981 to 1996) 
and Gen Z (born 1997 to 2012) – being for purpose, 
not for profit. 

For example, Teachers Mutual Bank Ltd (TMBL), 
which includes UniBank, Firefighters Mutual 
Bank and Health Professionals Bank, is owned 
by members, which TMBL CIO Gerard Smith says 
creates “a mutually beneficial relationship”.

“Instead of profits being distributed to institutional 
shareholders and investors via dividends, part of the 
profit is re-invested back into the bank, including 
into banktech to provide better services to benefit 
members,” he says. 

https://www.alex.bank/
https://www.avenuebank.com.au/
https://www.in1bank.com.au/
https://www.revolut.com/en-AU
https://www.ubank.com.au/contact-us
https://www.cuscalpayments.com.au/
https://hiver.bank/about/who-is-hiver/
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CDR data holders
All active status

CDR data recipients
Active

CDR data recipients
Accredited

Core banking platforms

Data aggregators

Fintech banking platforms

Crowd funding

Currency

Funding innovation, venture capital

Fintech 
innovation

Chatbots and virtual banking assistants

Ceba — CBAHSBC Citi

Fintech innovation examples
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Fintech 
innovation

Investing

Neobanks, restricted ADIs

Payments, mobile wallets

Peer to peer

Regtech

Robo-advice

Bank branches
Community hubs

Robots Money skills – 
budgeting, saving

Financial 
inclusion

Financial education Social role for local groups

Provide a range of money management, 
advice, tech skills, data security

Borrowing, loans

Data sources:  
APRA, CDR, Directory of Australian FinTech companies - Australian FinTech; Future of Banking (Thoughtworks) 

Insurance

https://www.apra.gov.au/register-of-authorised-deposit-taking-institutions
https://www.cdr.gov.au/
https://australianfintech.com.au/directory-all/
https://files.thoughtworks.com/pdfs/Future_of_Banking_in_the_UK_Report_2020.pdf
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EXAMPLES OF NEW ‘BANKING’ OFFERINGS

Frollo: Open banking and future products 
for finance: Superannuation, investment, 
share trading and crypto. Extends 
to open banking payments, financial 
product switching, data from energy, 
telcos, insurance and government data 
(for health and other govt payments).

Barclays and Amazon: Barclays partners 
with Amazon Germany to offer POS credit 
to shoppers at checkout, share consumer 
data and leverage AI analysis to approve 
loans.

Branches: May transform into 
‘community hubs’ offering financial 
services, including advice on a range of 
money management and tech-related 
issues. May provide financial and data 
safety education, and money skills from 
budgeting to saving, plus access to 
technology for financial inclusion. Banks 
will have a social role to facilitate local 
groups meeting.

Google Plex: Big tech banking service 
offerings eg, Plex as part of a Google Pay 
app offering fee-free savings accounts 
(endorsed by customers but abandoned).

Lunar: Non-bank working with 
Vault, a core banking platform from 
Thoughtworks, to offer a go-to app for 
banking, payments and investments, 
enabling customers to save, spend, invest, 
get loans and insurance in one app.

Nano: A non-bank offering to approve 
home loans at highly competitive rates 
within 10 mins of application, resulting in 
faster than system growth rates.

Chore Scout: A mobile app for banks that 
enables parents to set chores for their 
kids, then pay as pocket money into their 
kids’ accounts via the app. Allows setting 
and saving for goals, eg, skateboards and 
Lego. Teaches kids fundamental financial 
literacy skills. Offered by Constellation 
Co-op, Reliance Bank, Temenos, 
Teachers Mutual Bank, Unity Bank.

Joust: Simplifies the complexity of 
home loans by providing a two-sided 
marketplace to successfully connect 
consumers with lenders and brokers.

Australian Military Bank: Open an 
account in less than 2 minutes; mobile 
wallet with Apple Pay, Samsung Pay, 
Google Pay, plus wearables Fitbit Pay and 
Garmin Pay for contactless payments.

ING: European banking app includes 
ability to manage utility bills and switch 
energy providers. 

Sources: The Economist, Forrester, Frollo Open Banking, Frollo Open 
Banking - Consumers, Future of Banking (Thoughtworks), Temenos

Suppliers shift
Like the financial institutions, banks’ suppliers are also 
moving to the cloud, such as the core banking bureau 
TAS, which provides IT services to more than 40% of tier 
2 and 3 banks, mutual banks, credit unions and building 
societies, plus several insurance companies.

Banking platforms like Temenos and Data Action 
now use SaaS (software as a service), and Frazer 
Walker understands others, like core banking provider 
Ultradata, are heading in that direction. DaaS (data 
as a service) is popular, offering a data management 
strategy that uses the cloud to deliver data storage, 
integration, processing and/or analytics services via a 
network connection.

Banks and their suppliers are using DevSecOps 
(development, security and operations), an approach 
to automation and platform design and delivery 
that integrates security as a shared responsibility 
throughout the entire IT lifecycle.

https://impact.economist.com/perspectives/financial-services/branching-out-can-banks-move-city-centres-digital-ecosystems
https://digital.abbyy.com/hubfs/documents/content/analystreport-financialservices-stateofdigitalbanking-en.pdf
https://d15k2d11r6t6rl.cloudfront.net/public/users/Integrators/929cb090-e779-401a-b06c-c629ff6b0fea/ap-frollo/Frollo Open Banking Report 2021.pdf
https://d15k2d11r6t6rl.cloudfront.net/public/users/Integrators/ca93d1a2-15c8-4dba-b10a-ca6349c6a6d1/ap-frollo/Frollo - Open Banking - The consumer perspective.pdf?utm_campaign=Open+Banking+the+consumer+perspective+-+Asset+1&utm_medium=email&utm_source=autopilot
https://d15k2d11r6t6rl.cloudfront.net/public/users/Integrators/ca93d1a2-15c8-4dba-b10a-ca6349c6a6d1/ap-frollo/Frollo - Open Banking - The consumer perspective.pdf?utm_campaign=Open+Banking+the+consumer+perspective+-+Asset+1&utm_medium=email&utm_source=autopilot
https://files.thoughtworks.com/pdfs/Future_of_Banking_in_the_UK_Report_2020.pdf
https://www.temenos.com/wp-content/uploads/2021/02/Future-of-Retail-Banking-and-Digital-Transformation.pdf
https://tas.business/
https://www.temenos.com/
https://www.da.com.au/
https://www.ultradata.com.au/
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While the big four banks are progressing forward 
with integrating data and AI/ML ethics with dedicated 
resources and teams, many smaller banks do not 
appear to have the headspace or budget for this yet.

Customer experience
Bank customers are now more demanding and want a 
better customer experience (CX). They’re seeking:

•  Reliability, trust, responsiveness and convenience
•  Relevant and personalised offerings and financial 

inclusion
•  Contactless mobile and digital wallets
•  Slick interfaces
•  Low-cost, fast account-opening processes, data 

reported in real time, instant payments and real-time 
notifications

•  To build financial capability and resilience by using 
dashboards that connect all savings, credit card and 
investment accounts, enabling them to make smarter 
decisions by understanding their own spending

•  Cashflow analysis to automate debt repayments
•  Nudging to facilitate budgeting and save money.

Customers want banks to provide more personalised 
services across customer types and lifetime 
management to ensure they are always using the best 
products for their lifestyles.

Customers want innovative products, for example:
•  For micro, small and medium-sized enterprises, the 

ability to manage foreign exchange needs and send/
receive multiple currencies without high fees

•  Mobile POS terminals for small merchants
•  Deferred payments by short-term credit at POS
•  Budget planning apps
•  Secured credit cards to help build credit history
•  Digital wallets for payments, coupons, receipts and 

package delivery status
•  The ability to apply for loans direct to mobile wallets
•  Products with AI, ML and predictive analytics that 

learn from customer behaviour, enabling them to 
recommend better offerings.

The lesson for the banking sector is that organisations 
that keep abreast of technology trends, and research 
what customers find useful, will find themselves better 
able to meet their customers’ changing needs. 

ADOPTING NEW BANKING MODELS

Banks should ask themselves:

Assess capability maturity
•  What capability gaps prevent us from exploiting 

future banking business models?
•  What are the options to access foundational 

capabilities?
•  How do we defend in the interim?

Evaluate the bank’s role
•  Should we be more like a ‘utility’ bank or an 

‘intimate’ bank?
•  What are trade-offs and hybrid options that 

complement our strengths?
•  What do target customers need from their banks?

Identify adaptations to the business model
•  What business model options best suit our 

strategic ambitions and role in the market?
•  How are customers’ needs best served?
•  How do we architect capabilities to differentiate?

Source: KPMG

Open banking yet to flourish
Regulatory reform, including open banking, which 
launched on 1 July 2020, is changing the role of banks. 
The new players are providing user-friendly graphical 
experience environments for their products. 

Open banking involves data sharing with Australian 
Competition & Consumer Commission (ACCC) 
accredited third parties. Since 1 July 2020, Australia’s 
bank customers can give permission to accredited third 
parties to access their savings and credit card data. 

Since 1 November 2020, customers can also give 
permission to accredited third parties to access 
mortgage, personal loan and joint bank account data. 
Open banking enables customers to search for better 
deals on banking products and keep track of their 
banking in one place.

Bank customers maintain control over how their data is 
used and with whom it is shared. 

While open banking is yet to flourish, adapting to the 
new competitive landscape will be crucial to banks’ 
survival. 

Frollo is a new entity that helps banks, fintechs, lenders 
and brokers use open banking. 

https://assets.kpmg/content/dam/kpmg/au/pdf/2021/major-australian-banks-full-year-2021-results-analysis.pdf
https://www.ausbanking.org.au/priorities/open-banking/
https://frollo.com.au/
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Frollo surveyed 1,066 Australians in September 2021 
about financial data sharing, potential use cases, what 
they consider is important when sharing their data, and 
who they trust with it.

Key results were that 57% of those surveyed see value 
in many open banking use cases, from PFM and lending 
to bank switching and personalised advice.

57%

The survey found consumers want the privacy and 
security that open banking provides, with respondents 
citing privacy (91%), security (88%), control (88%) and 
transparency (88%) as the most important aspects of 
data sharing.

PRIVACY (91%)

SECURITY (88%)

CONTROL (88%)

TRANSPARENCY (88%)

Trust will have to be built, with the survey finding banks 
are the most trusted organisations in data sharing, 
but only by 51% of those surveyed. Big tech (26%) and 
fintech companies (22%) were least trusted. 

The survey found millennials and gen Z were likely to 
be first on board with open banking. “These younger 
demographics find open banking products and services 
more useful, have fewer data-sharing concerns (but still 
have some) and are more trusting of providers,” Frollo’s 
survey report said.

Baby boomers (born 1955 to 1964) and gen X (born 1965 
to 1980) are more likely than millennials and gen Z to 
say security is very important (84% and 78% compared 
to 70% and 68%) and the same is true for privacy (89% 
and 82% compared to 74% and 68%).

Frollo’s Open banking – the consumer perspective 
report said: “The opportunity to deliver innovative, 
personalised products and services with open banking 
is enormous, but it requires its own approach. 
Consumers see the benefits of what open banking can 
offer – such as full financial overviews, streamlined 
mortgage applications or quick balance checks – but 
they’re also concerned about their data getting stolen, 
sold or misused. Bridging this gap is vital.”

CDR uptake slow
Frollo said: “The Consumer Data Right (CDR) addresses 
many of these concerns through strict privacy, security 
and transparency standards. But customers need to 
understand this. Consumers also need to know they’ll 
have the visibility and control they want over their data 
through tools like data-sharing dashboards, where they 
can easily change their consent or request their data be 
deleted.”

CDR, of which open banking was the first step, gives 
consumers greater control over their data.

Information is transferred using secure automated 
data technology. CDR is an economy-wide Federal 
Government initiative that will be rolled out sector by 
sector. Energy and telecommunications will follow 
banking.

In 2021, Frollo surveyed 131 industry respondents about 
open banking’s use cases, investments, challenges and 
opportunities.

It found appetite for using CDR was strong, with 92% of 
respondents planning to use CDR data and 62% of those 
within 12 months.

Awareness had increased with 52% of those surveyed 
in 2021 saying they were “very familiar” with CDR, 
compared with only 13% in 2020.

The ACCC is pushing to increase CDR’s uptake, 
launching a CDR sandbox in July 2022, a free tool that 
enables existing and potential CDR participants to 
better test and improve their CDR solutions.

The aim is to reduce the time and cost of becoming an 
active CDR participant or updating a CDR offering. The 
sandbox is a hosted environment that functions like 
the actual CDR ecosystem. ACCC’s sandbox enables 
participants to set up their own software solutions and 
communicate with existing mock solutions and other 
participants within a secure testing environment.

The Federal Government’s 2020 report on future 
directions for CDR found it needs to move in four 
directions:
•  Towards data-empowered consumers, with expanded 

functionality to deliver more convenience to 
consumers. 

•  Towards an economy-wide foundation, with broader 
participation to foster new ideas through innovative 
data sets and interoperability. 

•  Towards an integrated data ecosystem, with enhanced 
specialisation and cooperation to give consumers 
confidence.

https://frollo.com.au/open-banking/the-state-of-open-banking-2021/
https://www.frollo.com.au/open-banking/open-banking-consumer-perspective/
https://www.frollo.com.au/open-banking/open-banking-consumer-perspective/
https://www.cdr.gov.au/
https://www.accc.gov.au/media-release/accc-launches-cdr-sandbox-to-assist-participant-design-build-testing
https://treasury.gov.au/sites/default/files/2021-02/cdrinquiry-final.pdf
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•  Towards international digital opportunities.

Keeping abreast of banking technology trends and 
features that customers like, and developing innovative 
products that use and enable open banking, is critical 
for the banking and finance sector.

Competitive landscape
The competitive landscape in Australian banking has 
changed significantly in the last three to five years. 
Features include:
•  MACH architecture replacing monolithic tech setups. 

The four components of MACH are Microservices, 
API first, Cloud-native and Headless (ie, decoupling 
the front-end presentation from the back-end logic, 
channel and programming language so the tech stack 
is built on services and capabilities that focus on 
scalability and APIs, and is framework agnostic).

•  Restricted ADIs that enable new entities into the 
market, giving them time to establish themselves 
as full banks. This is a deliberate strategy from the 
regulators to encourage innovation and competition.

•  The Hayne royal commission, which was launched 
in 2017 and reported in 2019 on its wide-reaching 
investigation into misconduct in the banking, 
superannuation and financial services industry.

•  Open banking is generating greater control and 
access for consumers over their data with the aim of 
improving consumers’ ability to compare and switch 
between products and services.

•  The Reserve Bank launched a new payments platform 
in February 2018 which provides open access 
infrastructure for fast payments in Australia with 
near-real-time funds availability to recipients 24/7.

•  The advent of disruptors, including the neobanks, 
comparison engines, mobile POS solutions, POS 
lenders, peer-to-peer (P2P) currency exchanges and 
lending, and wallet and mobile payment solutions. 

•  A more strident approach from the Office of the 
Australian Information Commissioner (OAIC) which 
will likely soon take more punitive measures against 
privacy breaches. 

APRA is progressing with its tripartite reviews of 
Prudential Standard CPS 234 Information security, 
which aims to ensure APRA-regulated entities take 
measures to be resilient against information security 
incidents (including cyber attacks) by maintaining an 
information security capability commensurate with 
information security vulnerabilities and threats.

For mutuals and customer-owned banks, APRA’s 2022 
regulatory focus includes:
•  Cyber risk – improving preparedness and 

responsiveness through boards taking a more active 
role, in particular through implementing CPS 234. 

•  Risk culture – improving risk management oversight 
with appropriate frameworks and controls, along with 
decision making to raise standards of governance.

•  Continuity and contingency planning – ensuring crisis 
communication strategies and contingency options 
are dynamic, robust and credible.

APRA is conducting independent reviews of Customer-
Owned Banking Association (COBA) members by 
December 2022.

Ensuring a secure banking system along the supply 
chain is vital. Using third-party security assessment 
frameworks can help banks identify, assess and 
mitigate supply chain risks, particularly for material 
outsourced providers.

Data risk management vital
Information is the oil of the  
21st century and analytics 
is the combustion engine.

— Peter Sondergaard, senior vice president and 
global head of research at Gartner Inc told a Gartner 
Symposium/ITxpo in October 2011 in Orlando, Florida.

Sondergaard’s quote has been often shared and the 
sentiment he was expressing is that data in the 21st 
century is like oil in the 18th century, an untapped 
valuable asset.

Karen Halligan, Division Director – Group Data Officer, 
Risk Management Group, Macquarie Group Ltd, says a 
key focus for banks is the need to manage data risks.

“Open banking and the more rigorous regulatory 
environment mean banks must invest in data quality 
and management, build data solutions, and populate 
cubes of data that APRA will collect on a continuous 
basis. It will take a lot of effort to build continuous data 
collection solutions that meet regulatory reporting 
requirements,” she says.

APRA has told banks what data sets it wants as part of 
continuous data capture and the regulator will be able 
to identify how data is aggregated. APRA’s March 2022 
discussion paper sets out how the regulator intends to 
proceed.

Ms Halligan says Australia survived the global financial 
crisis better than many other countries because its 
financial institutions risk was well managed and APRA 
is conscious of maintaining that. 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiL25HvsZP6AhVI4TgGHcmqCKcQFnoECAcQAQ&url=https%3A%2F%2Fwww.royalcommission.gov.au%2Fbanking&usg=AOvVaw2Zh--VeVe0o8LhITFv5cbg
https://www.oaic.gov.au/
https://www.apra.gov.au/sites/default/files/cps_234_july_2019_for_public_release.pdf
https://www.customerownedbanking.asn.au/
https://www.apra.gov.au/sites/default/files/2022-03/Discussion paper - Direction for data collections.pdf
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“Reference and master data management must be 
stronger and standardised and that will be the biggest 
cost,” she says. “The tech is here, it’s the integration 
that’s required. It’s a big, complex issue.”

There are many data reference management solutions, 
but banks must consider the operating model that 
needs to be implemented to standardise data collection. 
Ms Halligan said: “That’s the starting point, getting it 
right. The price of not doing it right is the possibility 
of fines, the need to resubmit data, and possible 
enforceable undertakings with accompanying reputation 
management issues.”

As open banking gains usage, Ms Halligan says banks 
will face leader boards or score cards, making it easier 
for customers to compare and move. That concept has 
already been introduced for superannuation funds.

She says the Covid-19 pandemic has accelerated the 
move away from physical bank branches and their closure 
has met less customer resistance than in the past. 
While older, bigger banks retain some legacy issues, all 
are moving rapidly online, using automated processes 
for digital banking, straight-through processing, and 
analytics to make the back end more efficient.

Climate change and ESG
Both APRA and the Australian Securities & Investments 
Commission (ASIC) are turning their attention to 
climate change and focusing on ADIs’ environmental, 
social and governance (ESG) responsibilities.

APRA has released prudential practice guide CPG 229 
– Climate change financial risks – to assist regulated 
entities to quantify and qualify the financial risks that 
climate change poses to their books.

SUSTAINABILITY

Climate change is now a material financial risk 
class (see APRA CPG 229 and APRA CVA – climate 
vulnerability assessment).

•  E – accelerating environmental agenda  
S – support remote or underserved communities 
with access to products/services; new products to 
mitigate inequality in property; workplace, health 
and safety; human rights; preventing modern 
slavery in supply chains  
G – purpose, financial crime, fraud, cyber risks

•  Gaps between pledges v actions – need credible 
plans with economic implications

•  Address physical risk in mortgage exposure – 
climate implications of member geographies

•  Offer green products and services like loans 
linked to ESG targets, encourage members to 
buy products like solar as the bank and members 
transition to net-zero and climate resilience. 

Banks should ask themselves:
•  What role do we play in accelerating investment 

into sustainable infrastructure?
•  What is a credible path to achieve net-zero carbon 

emissions across our portfolio?
•  How best do we support customers through the 

transition with new products and services?
•  What targets and measures do we need short, 

medium and long term to guide the bank and our 
clients? 

•  What new capabilities are required for success?

https://www.apra.gov.au/sites/default/files/2021-11/Final Prudential Practice Guide CPG 229 Climate Change Financial Risks.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiC2Yaw7pD6AhWAH7cAHXtCAhIQFnoECAYQAQ&url=https%3A%2F%2Fwww.apra.gov.au%2Fsites%2Fdefault%2Ffiles%2F2021-11%2FFinal%2520Prudential%2520Practice%2520Guide%2520CPG%2520229%2520Climate%2520Change%2520Financial%2520Risks.pdf&usg=AOvVaw2H1HYzEaB49QpQ1eyC1dw_
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjOirPK7pD6AhWMBbcAHXTfBJAQFnoECAYQAQ&url=https%3A%2F%2Fwww.apra.gov.au%2Fclimate-vulnerability-assessment&usg=AOvVaw140pUUs3v5hoD7LTx8X3y0
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APRA CPG 229 – CLIMATE CHANGE FINANCIAL RISKS

•  APRA introduced a new Prudential Practice Guide, 
CPG 229 for Climate Change Financial Risks. 

•  It provides risk-based guidance to organisations 
regulated by APRA (and those that are not) on 
disclosing climate-related financial risks.

•  CPG 229 covers governance; risk management, 
policies and procedures, identification, 
monitoring, controls and reporting; scenario 
analysis and disclosure.

Suggested actions for organisations:
•  Discuss and agree the organisation’s climate 

position, posture, and actions with the board and 
executives.

•  Start with APRA’s Climate Vulnerability 
Assessment and the Recommendations of the 
task force on climate-related financial disclosures 
(The recommendations will be replaced by the 
International Financial Reporting Standards’ 
Sustainability Disclosure Standards in 2023. Keep 
up to date with progress here.)

•  Ensure governance with roles and responsibilities 
(board, management, staff).

•  Identify assumptions and scenarios.
•  Identify short, medium and long-term risks across 

the planned actions.
•  Identify the data and technology work to back up 

claims with evidence (data lineage and reporting).
•  Identify mitigation actions; assign metrics in 

plans.
•  Update the business strategy with climate 

position, posture and actions.
•  Engage an external auditor before publishing 

financial reporting.
Sources: APRA CPG 229, ASIC, KPMG Banks review, KPMG 
Mutuals review 2021

ASIC is helping companies prevent greenwashing that 
misrepresents “the extent to which a financial product 
or investment strategy is environmentally friendly, 
sustainable or ethical”. 

For the banking sector, this means having good data 
lineage, data quality, veracity and digital trust to help 
investors as they view climate risk as investment risk.

The ACCC also has warned of a crackdown on 
greenwashing. Deputy chair Delia Rickard in a 
September 2022 speech said the ACCC would soon 
start an internet sweep of various environmental claims 
made by Australian businesses. She noted a similar 
review conducted by the International Consumer 

Protection Enforcement Network in 2020 found 40% of 
environmental claims were potentially misleading and 
required further investigation.

Organisations can prevent greenwashing by asking 
themselves questions to verify accurate and ethical 
representation:
•  Is your product true to label?
•  Have you used vague terminology?
•  Are your headline claims potentially misleading?
•  Have you explained how sustainability related factors 

are incorporated into investment decisions and 
stewardship activities?

•  Have you explained your investment screening 
criteria? Are any of the screening criteria subject to 
any exceptions or qualifications?

•  Do you have any influence over the benchmark index 
for your sustainability related product? If so, is your 
level of influence accurately described?

•  Have you explained how you use metrics for 
sustainability?

•  Do you have reasonable grounds for a stated 
sustainability target? Have you explained how this 
target will be measured and achieved?

•  Is it easy for investors to locate and access relevant 
information?

ESG opportunities include:
•  Develop innovative customer products: sustainability-

linked loans, sustainable exchange-traded funds, 
carbon-credit markets, and carbon footprint measure 
tools for retail customers. 

•  Improve risk management and analytics – uplift 
sustainability risk frameworks to identify and manage 
risks. Model impacts of physical, transition and 
litigation risks across portfolios and social risk.

•  Educate staff on how climate impacts every part of 
business-as-usual decision making.

•  Have a data strategy and architecture to disclose 
sustainability reporting. 

•  Form strategic partnerships.

To develop an ESG strategy:
•  Clarify the role and position the bank/financial 

institution wants to take in the sector (leader, fast-
follower or “in the pack”).

•  Embed an ESG strategy into core business; build 
ESG organisational muscle; lead from the top but 
transform from the bottom up to balance E, S and G.

•  Drive clear priorities and capabilities as transition 
pathways are better defined.

•  Develop talent and strategic partnerships/alliances on 
the journey to net zero.

https://www.apra.gov.au/sites/default/files/2021-11/Final Prudential Practice Guide CPG 229 Climate Change Financial Risks.pdf
https://www.apra.gov.au/sites/default/files/2021-09/Climate Vulnerability Assessment_1.pdf
https://www.apra.gov.au/sites/default/files/2021-09/Climate Vulnerability Assessment_1.pdf
https://assets.bbhub.io/company/sites/60/2021/07/2021-TCFD-Implementing_Guidance.pdf
https://assets.bbhub.io/company/sites/60/2021/07/2021-TCFD-Implementing_Guidance.pdf
https://www.ifrs.org/news-and-events/news/2021/11/ifrs-foundation-announces-issb-consolidation-with-cdsb-vrf-publication-of-prototypes/
https://www.ifrs.org/projects/work-plan/#sustainability
https://www.apra.gov.au/sites/default/files/2021-11/Final Prudential Practice Guide CPG 229 Climate Change Financial Risks_0.pdf
https://asic.gov.au/regulatory-resources/financial-services/how-to-avoid-greenwashing-when-offering-or-promoting-sustainability-related-products/
https://assets.kpmg/content/dam/kpmg/au/pdf/2021/major-australian-banks-full-year-2021-results-analysis.pdf
https://assets.kpmg/content/dam/kpmg/au/pdf/2021/mutuals-industry-review-2021.pdf
https://assets.kpmg/content/dam/kpmg/au/pdf/2021/mutuals-industry-review-2021.pdf
https://www.accc.gov.au/speech/regulating-esg-combatting-greenwashing
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Privacy
Privacy continues to be an important area of focus for 
banks. Most banks are mature in their posture to keep 
personal and sensitive information secure. However, the 
OAIC reports that finance ranks second in the industry 
sectors reporting data breaches under the notifiable 
data breach scheme, which includes the unauthorised 
release of personal information.

The International Association of Privacy Professionals 
(IAPP), a not-for-profit global information privacy 
community and resource founded in 2000, has reported 
that Australia’s new Attorney-General Mark Dreyfus has 
said he intends to conduct “sweeping reforms” to the 
country’s 1988 Privacy Act. Mr Dreyfus said the current 
regulatory framework “is out of date and in need of 
reform for the digital age”.

He said his office has prepared draft amendments 
stemming from a review of the Privacy Act published 
in January 2022 and a final report on potential 
amendments will go through “a proper debate in 
coming months”.

Digital transformation
Banks and related fintechs will measure the success of 
their digital transformation by:
•  Increased revenues
•  Reduced costs
•  Reduced time to market
•  Enhanced CX
•  Differentiation 
•  Returns on open finance collaboration
•  Returns on different routes to market.

Orange Credit Union CEO Andrew de Graaff argues 
digital transformation has already occurred, 
accelerated by the Covid-19 pandemic that has forced 
people to become more tech savvy. “The 1990s was the 
transformation, digital is now part of business as usual. 
Using data and managing tech, apps and programs is 
assumed, we’re now taking another step on the digital 
journey. Our world has become digital and we must 
keep up or become obsolete.”

He says financial institutions must be ready to pivot 
and intentionally evolve into the new state to remain 
relevant.

Mr de Graaff says a key role for financial institutions 
is taking customers on that journey. “We have many 
vulnerable and elderly customers who won’t get it 
overnight, but we need tenacity and patience to help 

them. We also need to educate customers about scams 
and frauds.”

KPMG unveils future trends 
for majors
KPMG, in a major report on banking trends for the 
majors, published in November 2021, said leading 
banks could leverage verifiable data at scale through 
digitised decision-making processes. 

“This moves lending from a linear process to a dynamic 
model where the customer and the available data can 
decide a lending pathway. This can include:
•  Pre-filling documents with information for customers 

or bankers to demonstrate a relationship with 
the customer and save time taken to complete 
assessment documents

•  Tapping into verifiable external data sources, for 
example, accounting software packages, tax offices, 
payroll providers and other banks through CDR, 
open data and screen scraping to verify customers’ 
financial details without the need to obtain paperwork 
to simplify servicing assessments

•  Using electronic signatures to execute loan and 
consent documents,” KPMG said.

KPMG highlighted areas of focus:

Automating decision-making processes: Exception-
based, event-driven, ‘always on’ decision-making 
capabilities only use humans for the 5% of applications 
that cannot be automated. KPMG suggests analysing 
information entered and applying business rules to 
route applications to where they need to be approved. 
Leveraging real-time ML solutions to manage rule sets 
and exceptions. Maintaining humans in the decision-
making loop for regulatory or critical application types.

Architecting regulation as a competitive advantage: 
When delivering compliant services in a rapidly evolving 
environment supported by an intelligent regulation 
architecture, KPMG suggests:
•  embedding customer permission activities early in the 

application to avoid the need to go back to customers
•  giving delivery teams the skills to deliver low-code 

automation to enable the build teams to focus on 
platform transformation

•  encoding underwriting and credit capabilities with 
dynamic segmentation to quickly detect customers 
that may not meet credit policies or risk appetite.

Adding value to services to grow loyalty: Enabling 
value-added services through platforms and 
partnerships to help deepen customer relationships. 

https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-statistics
https://iapp.org/
https://iapp.org/news/a/australia-attorney-general-discusses-potential-privacy-act-reform/
https://home.kpmg/au/en/home/insights/2021/11/major-australian-banks-full-year-2021/new-banking-business-models.html
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That also provides a differentiated CX to drive loyalty. 

KPMG says digital, propriety and third-party delivery 
models must co-exist and complement each other. 
Achieving high rates of automated decision-making 
will be complemented by bankers extending across 
customer types to more complex customers with 
nonstandard borrowing arrangements to drive value 
across more extensive parts of the lending portfolio.

To avoid technology debt and complex legacy platforms, 
banks need to focus on a simple technology architecture 
while managing the tension between building or buying 
capabilities.

“Servicing and lifetime management will need to 
become a bigger focus for banks to manage retention 
and back-book profitability, leverage data to proactively 
monitor customers and ensure they remain on the best 
product through their lifecycle and situational changes,” 
KPMG says.

Frazer Walker’s key insights 
Banking technology in 2022 is adapting fast to tech 
trends and new features like AI, ML and automation.

Banks need to keep pace with changes in cybersecurity, 
supply chain risk, open banking and industry innovation 
to effectively compete.

Sound ESG reporting requires good data governance, 
data lineage and data quality to manage the metrics 
and have confidence in them. ESG requirements will 
continue to grow, as new guidelines like CPG 229 – 
Climate change financial risks  – attest. 

Banks need to retain and bolster their digital trust 
credentials, including providing good ‘agency’ for 
customers to manage their consumer data rights at a 
detailed level while ensuring their data ethics positions 
are clearly communicated.

Automation in business processes, and agility and 
simplicity in underlying architectures, increasingly 
based on public cloud platforms, will become the 
standard operational environment for banks and other 
financial institutions.

Frazer Walker assists financial institutions to manage 
the changes as they enter the new era of banking 
technology.

The consultancy has relevant expertise across its four 
service practices:
•  Technology: gaining strategic advantage through 

technology.

•  Data: implementing information and data strategy, 
governance and ethics.

•  Transformation: creating and delivering 
transformation programs and portfolios.

•  Assurance: independent program assurance and 
technology reviews.

Banks and other financial institutions that keep abreast 
of technology trends will be better able to meet their 
customers’ changing needs. 

Orange Credit Union CEO Andrew de Graaff says Frazer 
Walker has assisted his organisation to understand 
the immediate risks and leverage technology to meet 
compliance requirements and compete effectively.

Previously the credit union had relied on third-party 
suppliers, which meant being reactive rather than 
proactive. “We needed someone independent to help 
us navigate through the maze to understand the 
capabilities and limitations of our IT without breaking 
the bank,” Mr de Graff says.

“I want to be a fast follower, not a guinea pig and Frazer 
Walker helped us debate the merits, challenges and 
risks of the rapid advances in tech that are on the 
horizon.”

*Author profile: Ian Chisholm is a partner and 
co-owner of Frazer Walker. He has more than 
25 years’ operational and technology leadership 
experience in the insurance, banking and wealth 
management sectors. He has proven expertise 
in forming practical business strategies 
and building technology capability within 
organisations. His strengths lie in strategy and 
planning, governance and risk management, 
business process improvement, and information 
management.

Contact:  
ian.chisholm@frazerwalker.com 
LinkedIn

Frazer Walker Pty Ltd 
Level 16, 175 Pitt Street, Sydney NSW 2000 
T +61 2 9283 4825

mailto:ian.chisholm@frazerwalker.com
https://www.linkedin.com/in/ian-chisholm-45a6703/?originalSubdomain=au
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Abbreviations
ACCC Australian Competition and Consumer 

Commission

ADIs Authorised deposit-taking institutions

AI Artificial intelligence

API Application programming interface

APRA Australian Prudential Regulation Authority

APS APRA prudential standards for ADIs

ASIC Australian Securities & Investments Commission

CBA Commonwealth Bank of Australia

CDR Consumer Data Right

CIO Chief information officer

CPG APRA prudential standard guide

CPS An APRA prudential standard

CX Customer experience

DaaS Data as a service

ESG Environmental, social and governance

IAPP International Association of Privacy Professionals

ML Machine learning

NAB National Australia Bank

OAIC Office of the Australian Information 
Commissioner

PFM Personal financial management

POS Point of sale

SaaS Software as a service

TMBL Teachers Mutual Bank Ltd


